
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 
 

 

The Internet 
 

Questions of Child Safety 
 
 

Regulation of Investigatory Powers Bill 
ss46 - 52 

 
 

Children's organizations call for no dilution of police 
or sentencing powers 



 2 

The main points which we would like to convey to you in this briefing are:  
 

 
 
 The advent of new, strong encryption technologies significantly heightens 

the existing dangers to children on the Internet.  
 

 
 

 If paedophiles and child pornographers believe they can, with impunity, 
hide the evidence of their crimes behind a wall of encryption then the 
threat to children will increase considerably and unconscionably.  

 
 
 

 As drafted, the RIP Bill, ss46-52, starts to address this danger by seeking 
to compel suspects, on pain of up to two years imprisonment and a fine, 
to produce the necessary key to decrypt their files.  

 
 

 
 We very much hope that you will support the retention or toughening of 

these clauses.  
 
 
 
 
 
Additional background information is provided overleaf. 
 
If you have any further enquiries please do not hesitate to contact either:  
 
John Carr, Internet Consultant, NCH Action For Children on 07961 367960  
 
Or 
 
Chris Atkinson, Policy Officer, NSPCC, (020) 7825 2741 
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The Internet is a huge and welcome achievement  
 
The Internet is an enormously important human achievement which is already 
enriching our lives in all sorts of ways. Children will benefit tremendously from its 
potential as a medium of communication and from its ab ility to reach, cheaply and 
more or less instantaneously, educational, entertainment and other resources 
anywhere in the world.  
 
But the Internet is not without its dangers for children  
 
Children are one of the fastest growing groups of Internet users in the UK. Whilst 
welcoming the positive aspects of the Internet, we must not be blind to its risks. The 
arrival of new, strong encryption technologies adds considerably to these risks. 
Overleaf we have provided examples of dangers to children and of crimes t hat are 
already being committed against them. All are drawn from UK sources. We also 
provide some related data from the USA where they have a larger and more mature 
Internet market. 
 
What would strong encryption technology do?  
 
Encryption technology allows someone to encode any computer -based data, be it 
emails, pictures, sounds, or ordinary documents. Once encoded they become 
unreadable, unrecognisable, to anyone who does not have the correct key to 
unlock, to decrypt, the code. Whereas in the past, with weaker encryption systems, 
it was sometimes possible for the authorities to crack the code without having the 
correct key, the newer, stronger systems are, for practical purposes, unbreakable 
without the key. These stronger systems are now widely and easily available at little 
or no cost. Thus, where a suspect has encoded material using strong encryption 
technology, unless he or she co-operates by providing the key, the police or other 
proper authorities will have little or no possibility of examining any of  the information 
contained in such files. This might not only lead to the suspect escaping 
prosecution altogether, but also it could make it impossible for anyone to locate and 
help potential child victims of any crimes which are thereby being concealed.  
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Recent UK Cases 
 
 Just six weeks ago a Judge at Bristol Crown Court sentenced Norman 

Burgess to 5 years for sexually abusing a 13-year old boy whom he first met 
on the Internet.  

 
 In early December, 1999, as part of Operation Queensland, UK police raided 

27 locations nationwide and made 15 arrests: smashing the British arm of an 
Internet-based child porn ring. 

 
 Also late last year Paul Cunningham, a convicted paedophile from 

Newcastle, flew to the USA to meet a 15 year old girl at a hotel: a girl whom 
he had first got to know through an Internet Chat Room. Thanks to a tip off 
he was arrested when he landed at the American airport.  

 
 Earlier in 1999 a 16 year old boy travelled from his home in Kent to stay with  

Barry Featherstone, a convicted paedophile who li ved in Coventry. Again the 
initial contact happened via the Internet.  

 
 More recently two 15 year-old Cumbrian girls played truant from school and 

were missing from home for two days. They had gone to Manchester where 
they stayed with people they had met in an Internet Chat Room.  

 
 In 1998, following a co-ordinated worldwide police action, 10 paedophiles 

were arrested in the UK as part of Operation Cathedral. They had been 
participating in a global child porn ring which, amongst other things, had 
involved the use of live video over the Net where spectators were able to 
direct the adult actors to perform specific sexual outrages on child victims.  

 
 And we've also had Gary Glitter and Derek Longmuir from the Bay City 

Rollers, both convicted of possessing large quantities of computer -based 
child pornography, downloaded from the Internet.  

 
In a number of the above cases the chances of the law enforcement agencies being 
able to arrest someone and secure a successful conviction, or being able to locate 
the child victim, would have been greatly reduced, perhaps made impossible, if any 
important parts of the computer-based evidence of their crimes or activities had 
been encrypted and the authorities had been unable to decrypt the material or 
messages to establish what had happened, or to establish the evidential link 
thereby allowing the jury to see the scale and nature of the crimes.   
 
In fact this sort of thing is already happening. Within Operation Cathedral the UK 
police have been unable to decrypt certain files found on some of the computers 
they seized. Other possible cases against known child pornographers or 
paedophiles in the UK have been abandoned precisely because the offenders were 
"smart" enough to encrypt their photographs or emails and then refuse to decrypt 
them to show clean, coherent copies to the police. With the arrival of the new, 
stronger and inexpensive encryption technologies this problem is set to worsen.  
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And across the Atlantic….. 
 
In the USA and Canada the Internet is both longer -established and far larger, both 
in terms of absolute numbers and percentages. While it is not inevitable that we will 
follow the same path, we can learn from the US and Canadian experience and see 
what might otherwise be heading our way.  
 

 In 1995 the FBI established the "Innocent Images" operation, to combat 
sexual offences against children online. By December, 1999, they had 
secured 358 convictions.  

 
 In 1999 the FBI Innocent Images Task Force opened around 1500 new case 

files, of which 302 were new "traveller" cases: cases where a legal minor had 
gone missing following online contact with an adult stranger. There have also 
been cases of forcible abductions following initial contact on the Internet.  

 
 Also in 1995 US Customs inaugurated their "Cyber Smuggling Center", to 

pursue online child pornographers and sexual enticement cases.  Between 
November 1998, and September 1999 alone, they secured 436 convictions.  

 
 The US Department of Justice estimates that online crimes against children 

are currently increasing at a rate of 10% per annum.  
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Support the clauses or make them tougher  
 
For the reasons given we think it is extremely important that the Government 
accepts no diluting amendments to clauses 46-52 of RIP. If anything we would like 
to see the clauses and the possible sentences toughened, especially where there 
are strong grounds for believing that the person not handing over their key is doing 
so deliberately in order to avoid a more serious charge relating to child 
pornography or other child sex offences.  
 
Two years imprisonment and a fine hardly seems enough when, potentially, the 
offender knows they could otherwise easily be facing a much, much longer 
sentence. Lawyers who work this out might well routinely advise their clients to 
refuse to hand over the key and accept the lesser charge with the lower tariff.  
 
Escaping further scrutiny? 
 
Finally, we wish to remind people that where someone has been convicted of a 
sexual offence against a child, and also in other instances where a criminal 
conviction has not necessarily been obtained, the person's name might go on to 
one or more of the existing registers which can be referred to by local authorities 
and others who employ people to work with children. However,  here we are faced 
with the possibility of someone escaping such a fate merely by refusing to hand 
over their key. This does not seem right and we would ask that further consideration 
be given to a possible solution. 
 
Thank-you 
 
Thank you for considering our representations. If you have any questions or further  
enquiries about our position please do not hesitate to contact either of the people 
listed at the bottom of page two of this briefing note.  

***** 


