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1. We have proposed the introduction of a new framework and set of contractual
arrangements relating to the provision of Proxy Services by our registrars.
Do you have any observations about the impact of these proposed changes?

The main thrust of the proposed changes seems to be concerned with addressing the risks
attaching to the failure of a Registrar in situations where Nominet does not hold sufficient
underlying data to allow the Registrant to claim, take over or transfer the management of a
sub-domain. Of course, it is unlikely much of this would be necessary if there was no such
thing as proxy or privacy services and WHOIS was a fully accurate and up to date database.
See our comments in the answer to question 5.
Our understanding is that the original anxieties surrounding the full public disclosure of
WHOIS data arose at a time when spammers were using it to bombard people with
unsolicited communications and there were few tools available to limit such activity. Those
conditions no longer exist, or at any rate there are now a range of inexpensive but very
effective tools on the market. In fact, some are free or are routinely included in the packages
provided by web hosting companies. Yet these changed technological conditions do not seem
to have had any impact on thinking in this area. That is regrettable.
2. Do you agree that the ability to sign up to the proposed proxy service framework should be
restricted to only those registrars who operate on an ACP TAG in recognition of meeting
Nominet’s highest standard for registrars?

Registrants should only be allowed to avail themselves of a proxy or privacy service in
narrowly and publicly defined circumstances. There must be a reasonable apprehension that
disclosing any contact details would put the person or entity at risk of physical danger or
other unlawful discrimination or persecution.
3. Do you have any feedback relating to the proposed added resiliency measures included in
the framework?

No.
4. Under the proposals we have outlined a procedure we believe will establish a robust
mechanism for providing the underlying registrant data in response to LEA (law enforcement)
requests and DRS complaints.

The complexities attaching to constructing layered access or allowing access only to approved
law enforcement agencies seem to present overwhelming and unnecessary complexities.
Many individual countries can have thousands of law enforcement units with a separate or
independent legal mandate to investigate online crimes. Did ICANN intend to force them to
relinquish or cede their powers to another agency who would be expected to act on their
behalf?
5. Do you have any comments on the proposed new Proxy Services Schedule to the .UK
Registry – Registrar Agreement?

If a natural person or a legal entity chooses to establish a sub domain (a web site) they are
stepping into a public space. They must accept there are consequences which attach to doing
that. One of these is or should be that their ownership of the sub-domain becomes a matter
of public record. It should not be possible for the beneficial owner or manager of a web site
to avoid that consequence by utilising a proxy, privacy or any other service which deprives
members of the public of a facility which allows them, rapidly and freely, to make at least a
minimal check on the credentials of the owner or manager of the site before they engage
with it. Removing WHOIS from public scrutiny does precisely that. It is unacceptable.
Moreover, members of the public or any other entity entitled to access WHOIS, in particular
law enforcement, should be able to rely on the accuracy of the data with which they are
presented when they make a check. Accuracy is extremely important yet for some time it
appears to have become the exception rather than the rule.
People's ownership of land and a number of types of real world and legal properties are
usually a matter of public record. It should be the same for the ownership of virtual
properties. As previously stated, if any exceptions are to be allowed they must be based on
clearly defined, limited and publicly stated circumstances where there is a reasonable
apprehension that disclosing any contact details would put the person or entity at risk of
material or significant unlawful harm. It is unlikely that any site which engages in any kind of
commercial activity would ever qualify to be allowed to use a proxy or privacy service to
mask, disguise or hide their real world identify from public view.
ICANN and many Registrars and Registries appear to have misinterpreted the GDPR. Could
this be because they lack any financial incentive to maintain WHOIS as an accurate and up to
date, publicly accessible record? The only financial incentive which Registries and Registrars
have is to ensure they get paid. Everything else appears to be of secondary importance,
including the wider public interest. That cannot be right.
From the very beginning of the worldwide web WHOIS was meant to be accurate, up to date
and easily and rapidly accessible by everyone. That ought to remain as an important
objective. It is hard to imagine, for example, that even a single web site would ever have been
established to distribute child sex abuse material if the name, address and contact details of
the beneficial owner or manager had been robustly verified as being accurate and made
available on a publicly accessible database.
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