children’s charities’ coalition on internet safety

Digital Economy Act, 2017
response to the BBFC’s public consultation
CHIS was formed in 1999. In our first “Digital Manifesto”, published ahead of the 2001
General Election, we alluded to the problematic nature of children’s access to pornography
on the internet. It appeared in all the Manifestos CHIS published ahead of each subsequent
General Election. Our successful lobbying around the Gambling Act, 2005, saw the
introduction of an age verification requirement in respect of gambling web sites and this
helped sustain us in our belief that, despite widespread protestations to the contrary,
requiring age verification for pornography sites was an achievable goal. It was a matter of
political will. We continued to advocate for it.
Against that background CHIS is delighted to see the relevant provisions of the Digital
Economy Act, 2017 are moving closer to becoming operational.
CHIS has never seen age verification in respect of pornography sites as an alternative to
children and young people receiving age appropriate advice and guidance about sex and
relationships, both at home and at school or indeed via thoughtfully prepared educational
resources available online.
However, age verification is an important complementary component. Inter alia, it helps
show children that, as with alcohol, gambling and similar, a serious effort is being made to
ensure the laws mean something and that the advice being given is not something to which
grown- ups only pay lip service and is not truly meant to be taken seriously.
The Digital Economy Act, 2017 therefore helps bring about a closer alignment of the norms
and expectations which apply in the physical world with those which apply in the virtual one.
We don’t have rules which apply here and none or others which apply there.
Below are our responses to the questions posed in the draft Guidance on Age-verification
Arrangements and the specific questions posed in relation to the draft.


Do you agree with the BBFC's Approach as set out in Chapter 2?



While all commercial sites are caught by the Act CHIS appreciates that the principle
of proportionality requires the BBFC to focus on sites that are attracting significant
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amounts of traffic, particularly where there is evidence that the sites are likely to or
are in fact attracting the attention of children.


It is self-evident that in a fast- moving environment such as the internet new sites
and Apps can emerge and attract traffic very rapidly. It will be vitally important for
the BBFC to find a way to track and discover new sites and Apps to ensure they do
not operate smash and grab raids on the attention of large numbers of children.



It will also be vital for the BBFC to develop ways of monitoring the overall
effectiveness of the legislation and develop ways of determining whether successful
circumvention strategies emerge at scale.



It is clear there is likely to be a need for regular revision and review of the guidance
to ensure it is working satisfactorily and loopholes are closed as technology changes.



Subject to our earlier comment about needing to keep up with technological change,
the enforcement tools currently at the disposal of the BBFC seem tailored to the
needs of the task in hand.



Do you agree with the BBFC's Age-verification Standards set out in Chapter 3?





Clearly the most important aspect of an age verification standard is that it is seen to
work to keep under 18s out of the site i.e. that there are no ways to obtain an ID
which suggests you have been verified as being over 18 when, in fact you are not.
This would be a particularly unwelcome circumvention strategy.

Do you have any comments with regards to Chapter 4?



The principle of data minimization is of paramount importance.



While it may be going too far to say there ought to be an outright ban on
pornography publishers also having any sort of links with businesses that perform or
provide age verification services, the perception that such links exist may harm
public confidence in the system as a whole.



If we are right about that the ICO may need to consider what extra steps need to be
taken to shore up or maintain a high degree of confidence in the integrity of AV.



Where there are links between AV providers and pornography publishers the
publishers should not be allowed to limit access only to those people who have used
an associated AV solution. That is an unacceptable restrictive practice and it will also
undermine confidence in the systems being used.



CHIS has grave reservations about accepting any age verification solution which
relies solely on the possession of a credit card. Two factor authentication ought to be
declared as a minimum requirement, as it commonly is in several other areas where
security is important. This is in part because of the simple fact that credit cards are
often left lying around in family homes.



In addition certain classes of online payments cards may use the payments networks
of established, well known providers but in circumstances where the apparent credit
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card’s identifying numbers do not allow the age verification provider to determine
whether it is a genuine credit card that has been issued to an adult or it has been
bought for cash, typically in a retail or other outlet where there is no age checking.


Both the ICO and the BBFC should disallow any card or other payment mechanism
that can be acquired for cash or can be acquired in any other way that is not
routinely associated with prior robust AV.

In respect of the draft Guidance on Ancillary Service providers CHIS agrees with the
approach outlined in Section Two.
Save in one respect, CHIS agrees that in Section Three the BBFC has accurately identified
the principal classes of ancillary service providers.
It is difficult to predict how the technology might change in the coming period
consequently, as mentioned in relation to the previous consultation document, the BBFC
will need to be alert to developments which may alter online patterns of behaviour. It
will need to be sufficiently nimble to be able to address developments in a timely way.
CHIS believes that in an increasingly “App-centric” internet the role of the App Stores
may need to receive greater scrutiny. Here is where it is relevant to mention our one
reservation. App Stores are not specifically referred to in paragraph 3.3.
If App Stores are not caught by 3.3 (a) or 3.3 (e) it may therefore be necessary to revisit
this should evidence emerge that Apps are providing a significant circumvention route.
App Stores are major gatekeepers, they profit from their role as gatekeepers, the fact
that an App is available through them may imply it reaches certain ethical and other
standards, consequently it may be right to insist that App Stores take greater
responsibility for ensuring that any Apps they allow on to their platform are not
subverting the policy of the Digital Economy Act, 2017.
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