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Foreword
Protecting our children has to be one of our key
priorities. The internet has changed the world forever,
very largely for the better but not entirely. Here in the
UK we have taken some notable strides towards
eliminating child sex abuse images from the internet
and in so doing we can be proud of the fact that we
have delivered a number of world firsts.
The Internet Watch Foundation was formed following
an agreement between the government, police and the
internet service provider industry that a partnership
approach was needed to tackle the distribution of child
abuse images online, and it continues to act as the
public’s main reporting point for illegal images. Thanks
also to the work of the IWF, no British ISP carries any
newsgroups that regularly carry or advertise the
availability of child sex abuse images. In addition, the
IWF’s database of known child sex abuse websites is
increasingly being taken up by ISPs, search engines and
others to block access to such sites.

Protecting children on the internet is a UK government
priority and I am proud to say that the UK has
consistently taken a lead in raising this issue
internationally. Yet as this report reminds us, however
well we might think we are doing in the UK, the fact is
that the availability of child sex abuse images on the
internet as a whole continues to expand. Clearly,
international problems need international solutions
and we will continue to work with our international
partners to tackle child abuse on the internet.
Rt Hon Dr John Reid MP
Home Secretary

More recently we have responded to calls from the
internet industry, law enforcement and child protection
experts by establishing our new, national Child
Exploitation and Online Protection Centre. CEOP
embodies a radical, multi-agency approach to dealing
not just with illegal images on the internet, but also
with the many other aspects of child protection that
the new technologies have raised, perhaps most
notably the way that paedophiles use them to make
contact with children.
Facilitating the great bulk of our work in this area is the
Home Office’s Task Force on Child Protection,
established in 2001. By drawing together
representatives of all the key stakeholders, it is an
example of how self-regulation can and should work.
The Task Force has produced best practice guidance
notes, conducted public awareness campaigns,
contributed to the development of changes in the law
and government policy, and has moved along the
whole internet safety agenda in the UK.
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Executive summary
Wonderful though its many other attributes are, a
major unintended and unforeseen consequence of the
emergence of the internet as a mass consumer product
has been a dramatic change in and expansion of the
market for child sex abuse images.
The goal of eradicating child sex abuse images from
the internet is supported across all national, cultural,
linguistic and religious groups in all parts of the world.
There is a pressing need to find a way to harness that
goodwill and support. To do that, it is essential civil
society develops a new global leadership mechanism
that can both give voice to this global aspiration and
provide practical support to those charged with its
delivery.
A number of countries are now reaching the limits of
what they can achieve within their national jurisdictions
yet, if anything, the total volume of child sex abuse
images being distributed on the internet appears still to
be increasing. Behind that dismal fact lie countless
stories of children being abused in order to produce
these images and yet more children are being put at
risk by collectors who decide to act out the offences
suggested by the images. There is also evidence that
many of the images now being produced involve
younger and younger children being sexually abused in
ever more violent ways.
Thus, at a global level, it is clear that the collective
efforts of international governmental and law
enforcement agencies, and the collective efforts of the
high tech and online payments industries, have failed
to eradicate the problem or even to bring it under
control. Things are definitely not getting better – they
are getting worse.
A new and truly global initiative is urgently needed to
tackle the problem of child sex abuse images on the
internet: one that builds on and learns from what has
gone before but that also draws in new resources and
new energy. In particular, new ways must be found to
enable civil society to engage with the high tech and
online payments industries on a global basis, and with
the relevant international governmental and law
enforcement agencies. Out of sight generally means
out of mind. Without some improved sense of public
accountability it will be impossible for international
work in this area to secure the necessary level of
political priority within many of the key arenas.
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This report is the product of extensive consultations
over the past two years with a large number of key
players in or from many different parts of the world.
No other report on child sex abuse images on the
internet has ever reached out to or drawn on the
experiences of such a geographically diverse group,
or such a large number or spread of interested
parties. To that extent this report has a unique
authority. Needless to say, however, responsibility for
its contents, its conclusions and recommendations
rests solely with the author.
The core of this report is essentially a gap analysis.
It highlights six areas where, currently, either no
effective action is taking place or more action is
needed. The new or additional activity required in
each of the six areas is substantial, but the key initial
challenge is leadership.
A new global leadership mechanism is essential. This
should take the form of a new NGO or network that
draws on and is based around several existing NGOs,
with support from or the involvement of a number of
academic or research-based institutions and experts,
and appropriate support from and engagement with
law enforcement, governmental and inter-governmental
agencies, the high tech industries and the online
payments industry.
For it to succeed the new NGO or network needs to
engage the enthusiasm and support of a very broad
range of people and institutions across the world.
Each of the existing agencies or key players has a high
degree of specialisation that is likely to get in the way,
hence the need for a new mechanism of some kind.
The leadership role envisaged for the new NGO or
network involves two key tasks: first is the public
accountability role already referred to, but its second
and equally important task is to garner support for,
drive along and help to sustain the detailed programme
of work suggested under each of the other five action
areas identified in the main body of this report.
In exercising its leadership role the new NGO or
network will typically be working with or through
already established organizations, helping them with
or enhancing existing programmes.

‘Out of sight, out of mind’

1

Many key agencies around the world are keen to
participate in such a new NGO or network but it is
widely acknowledged that, for it to work, new funds are
required. The precise organizational arrangements for
the new NGO or network would need to be a matter for
discussion among key players once it seemed there
was a realistic prospect that funding would be available
to take forward the overall plan.
Ideally, whatever emerges from this report would be
supported entirely by funds derived from foundations
or other charitable bodies or private individuals where
no potential conflict of interest is likely to arise.
However, it is important not to let the best be the
enemy of the good. If the only practical way ahead is to
solicit or accept funds from the industry then ways
should be found to minimise their close engagement or
potential to influence policy. To that extent the new
NGO or network might itself acquire some of the
characteristics of a trust fund, or of an endowment.

2
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Analysis
Wonderful though its many other attributes are, a
major unintended and unforeseen consequence of the
emergence of the internet as a mass consumer product
has been a dramatic change in and expansion of the
market for child sex abuse images.1
The goal of eradicating child sex abuse images from
the internet is a goal supported across all national,
cultural, linguistic and religious groups in all parts of
the world. There is a pressing need to find a way to
harness that goodwill and the support that lies behind
it. To do that, it is essential civil society develops a new
global leadership mechanism that can both give voice
to this global aspiration and provide practical support
to those charged with its delivery.
Many individual countries are reaching the limits of
what they can achieve within their national jurisdictions
yet, if anything, the volume of child sex abuse images
being distributed online appears still to be increasing.
Behind that dismal fact lie countless stories of children
being abused in order to produce these images, and of
yet more children being put at risk by collectors who
decide to act out the offences suggested by the images.
There is also evidence that many of the images now
being produced involve younger and younger children
being sexually abused in ever more violent ways.2
Thus, at a global level, it is clear that the collective
efforts of international governmental and law
enforcement agencies, and the collective efforts of the
high tech and online payments industries, have failed
to eradicate the problem or even to bring it under
control. Things are definitely not getting better – they
are getting worse.
Reliable pre-internet benchmark data in this area do
not exist, but the overwhelming weight of the
accumulating evidence points not only to a huge
increase in the volume of child sex abuse images now
in circulation,3 but also to a very significant increase in
the number of children being sexually abused in order
to create the images in the first place.4
Whereas in pre-internet days the production and
distribution of child sex abuse images was characterised
by one distinguished observer 5 as being a ‘cottage
industry’, undertaken on a comparatively small scale,
typically by and between small groups of collectors or
paedophiles who were already known to each other,
today it has become highly commercialised. In a single
police operation in the USA6 the names and credit card
www.nch.org.uk

details of up to 250,000 individuals in about 70 different
countries were seized. The company concerned had
taken US$1.4 million in its last month of trading, and
US$9 million since it started operation.
Nothing in this report is in any way meant to suggest
the internet is to blame for the conduct of people who
download child sex abuse images or get involved in
their production. But it does illustrate how
technological changes can facilitate new forms of
behaviour that in turn produce highly undesirable
results. It also underlines the importance of gaining
an understanding of the new ways in which children
are abused. Understanding must be at the beginning
and at the root of any strategy that helps protect
children in the digital age.
Whereas historically the USA was, and remains, the
major source of child sex abuse images on the internet,
today Russia is contending for that unenviable title and
several other countries are now also important
contributors to the vile trade.7 Because of the notorious
difficulties associated with locating the victims of child
sex abuse images8 much less is known about the actual
victims’ countries of origin. However, the little that is
known suggests, and the widespread belief is, that
Eastern Europe, Latin America and South East Asia are
the primary sources, particularly of new images.
Clearly where the core activity and everything
surrounding it is illegal, it is always going to be very
hard to get any completely reliable or comprehensive
data about the current size and monetary value of the
market in illegal images. However, there have been a
number of indications of the likely size and continued
seriousness of the problem.
On 18 August 2005, Ernie Allen, President of NCMEC 9
noted that over the past four years, the number of child
pornography sites reported to NCMEC had grown by
almost 400 percent. NCMEC maintain that the sale of
child sex abuse images has become ‘a global
multibillion-dollar industry’. According to Allen, ‘It is
an exploding problem worldwide, and particularly in
the US’.10
On 10 September 2005, speaking at an international
symposium on economic crime at Cambridge
University, Paul Evans, former Chief Investigations
Officer of the UK’s Customs and Excise (now Director
of Intervention at the UK’s newly formed Serious and
Organized Crime Agency) said the number of pay-per‘Out of sight, out of mind’
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view child sex abuse websites had trebled in the last
two years.11
On 26 September 2005, speaking in Moscow, Madame
Mizulina, a senior official of the legal department of the
Russian lower house of parliament (the Duma),
accused the Russian authorities of doing little: ‘The
reason why child pornography is spreading in Russia is
because law enforcement agencies are doing a bad job
at keeping it in check.’12
No one in the mainstream internet industry or the
associated high tech industries wants, or directly profits
from, the trade in child sex abuse images. The idea that
people go online looking for it and then download it,
thus producing increased usage-related revenues for
the ISPs, has to be dismissed as an entirely marginal
consideration, particularly as broadband starts to take
off. With broadband, payment is frequently by a fixed
fee and usage rates tend not to apply at all.
The credit card companies, and the other electronic
payments companies, also protest that they make no
money from the sale of the images. They say this is
because of the very high rate of fraud and complaints
or investigations associated with the trade in child sex
abuse images, and the consequential need to
undertake a disproportionate number of costly
administrative investigations.
All the online payments companies also point out that,
in any event, as with the ISPs, they expressly forbid the
use of their cards or systems for any illegal purpose. If
you break the law with your credit card, you break your
contract with your credit card company and your ISP.
While the financial sector might have been slower than
some others to acknowledge publicly their
responsibility to act in relation to the online trade in
child sex abuse images, there are now some very
welcome signs that they are becoming fully engaged
partners.

who sell child sex abuse images on the internet. Joshua
Peirez, a MasterCard executive, observed that ‘This is
the broadest, most comprehensive coalition we’ve been
involved in. This is not a competitiveness issue. This is
about protecting children.’13
At the time of writing, it is not yet clear how this latest
US-based initiative will integrate with or seek to engage
with police and related actions taking place elsewhere
in the world.
In the UK, for example, while tracing the individuals
and companies selling child sex abuse images is, of
course, considered to be extremely important, the fact
is very few commercial providers have been found in
Britain. However, in the UK there is also a strong desire
to deter people from downloading the pictures in the
first place.
If end users are deterred or prevented from
downloading or buying the images, those engaged in
producing them will not make any money, or they will
not make as much money as they want to, so they will
soon move on to something else that is more
profitable. For that reason the UK government has
pledged to bring forward legislation to allow the courts,
or another appropriate agency, to pass on to the credit
card companies information about any individual
convicted or cautioned for purchasing child sex abuse
images, where a credit card played an essential part in
facilitating the payment.14
Many of the individuals who have been convicted for
buying child sex abuse images on the internet have
been drawn from the professional and middle classes.
For people like these the prospect of losing their credit
card could be as much of a deterrent, or more, than
some of the sentencing options currently open to
the courts.

For several years Visa have been running a programme
capable of examining in excess of 1,000,000 web pages
per day looking for the use of its logo in conjunction
with illegal images. However, very little was known
about what other key players were doing. But in May
2006 a ‘Financial Coalition Against Child Pornography’
was launched in the USA involving many of the most
prominent banks and credit card companies. The
Coalition aims to focus specifically on catching people
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Why is so difficult to deal with this problem?
If every government and so many powerful and wealthy
companies are against it, why is it proving so difficult
to get rid of child sex abuse images on the internet?
The answer is complex.
There are substantial technical challenges, some of
which are rooted in the highly devolved, decentralised
nature of the internet.
The traditional competitiveness of many high-tech
companies can erect obstacles to collaboration when
trying to meet the technical challenges.
Much of the trade in child sex abuse images on the
internet is now commercially driven and supported by
online payments mechanisms. The management and
control of these online payments mechanisms are
highly devolved, dispersed across hundreds of
thousands of banks and financial institutions in all
parts of the world.
The sale or provision of internet facilities, such as
website hosting, has become highly commoditized,
internationalized and is relatively inexpensive. Many of
the firms providing such online services or facilities
have automated their processes to a very high degree
and given the high volumes involved, this provides
them limited scope to ‘get to know’ their customers,
to understand the real nature of their businesses or
to look at what is being posted. This can make it much
easier for people to hide or disguise illegal content.
There has also been a huge increase in the amount of
server space provided by ISPs, portals and social
networking sites for ‘user generated content’, typically
at no direct cost to the user and with little or nothing in
the way of authenticating the true identity of users.
Some of these spaces have also become a source of
illegal images.
There is no doubt that the sheer scale of offending in
this area has overwhelmed many national and local
police forces, even within the UK, USA and other major
economies in the developed world.
Moreover in some jurisdictions there appears to be a
real disincentive for ISPs and web-hosting companies
to assist law enforcement by, for example, actively
inspecting content on their servers or sites. This is
because the local law says you are only liable for
content on your property if you have actual knowledge
of it. Thus, if you inspect the content and either make a
www.nch.org.uk

mistake or miss something, you may find yourself with
a liability, but if you do nothing that situation cannot
arise.
In the global environment that is the internet, there are
further practical difficulties placed in the way of the
internet industry and law enforcement agencies, rooted
in differences in national laws.
In April 2006, the International Centre for Missing and
Exploited Children (ICMEC)15 published the results of a
survey showing that in 41 countries it is not illegal to
possess child pornography, ‘regardless of the intent to
distribute’, and 27 countries have no laws that ‘provide
for computer-facilitated offenses’. A much larger
number of countries (95) have no legislation that
specifically addresses child pornography, although
some can use their wider obscenity laws to cover this
kind of material.
There are also obstacles placed in the way of
international co-operation caused by differences in
police procedures.
However, irrespective of any problems caused by
differences in legal definitions and police procedures,
there are further difficulties caused by the huge
differences in the technical or physical capability of
different countries’ law enforcement agencies to
respond to the new challenges thrown up by the
proliferation of online child sex abuse images. This can
often be explained by the low political priority attached
to the issue within different countries.
The need for strong international collaboration is selfevident in this field and all governments pay homage to
that idea. G8 has become the prime organizing focus at
inter-governmental level but there is still relatively little
to show, concretely, for its efforts.
The most successful international initiative to date is
the Virtual Global Task Force (VGTF).16 Its existence
owes little or nothing to G8. It was very much the
product of an initiative taken at operational level by a
handful of law enforcement agencies, but the VGTF
is growing at a painfully slow rate.
Even the long-established international police
organization, Interpol, has voiced concerns. At a
meeting convened by Interpol and held in Nicolet,
Canada on 30 May and 1 June 2006, 120 child
protection investigators from 45 different countries
‘Out of sight, out of mind’
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raised issues around the lack of data sharing including,
for example, information relating to images that have
been seized by police forces in different countries.
At the behest of G8, Interpol is meant to be devising a
global database of known illegal images and victims
but, as evidenced by the Nicolet conference, there is a
great deal of frustration about the delay, and worries
about whether or not it will be truly comprehensive.17
Getting anything done internationally can be incredibly
time consuming although, as we have seen with, for
example, terrorism, it is not bound to be that way if
sufficient political will is present. Dealing with online
child sex abuse images has simply not attracted a
high enough priority at a political level to give it that
necessary forward push.
Because there is, essentially, no public accountability
mechanism for civil society to monitor or support the
efforts of law enforcement agencies working
internationally on these issues, there is equally no easy
or obvious way to sustain a focus at political or
governmental level that will ensure it remains in the
public eye and therefore retains an appropriate level of
priority among the national and international politicians
responsible. Out of sight truly means out of mind.

This reticence is frequently exacerbated by the fact that
few civil servants or politicians have any technical
knowledge of or background in the high tech
industries. They therefore feel peculiarly dependent on
the industry’s continued goodwill and co-operation for
information and advice across a broad range of issues.
Herein lies an ongoing source of tension. Governments
are meant to act in the public interest and they should
therefore have their own independent means of
forming a view about where that interest lies. They
should not have to rely on the industry itself for such
advice because there is no certainty that the
government will always be given complete and
unbiased advice.
It has been suggested that some companies that trade
on the fact that they provide a safer internet
environment, at a cost, or companies that sell internet
safety products, do not have an immediate interest in
making the wider internet itself a safer place because
that would destroy the core purpose of their company
or undermine their product range.
The USA remains the world’s largest source of child sex
abuse images on the internet and within America the
politics surrounding the issue appear to be particularly
complicated.

Having an ability to influence politicians and
governments is vitally important in its own right, but
this also feeds through to and impacts on industry as
well. Industry is more likely to act voluntarily, and more
quickly, if they believe the alternative is perhaps a
heavy-handed or overly bureaucratic intervention by
the state.

Whereas in many countries the issue of child sex abuse
images on the internet is dealt with in an entirely nonpartisan way, somehow in the USA, at least until very
recently,18 it had become conflated with the continued
advance of an allegedly overly powerful ‘moral majority’
and the organized Christian Right. Civil liberties
advocates in the USA, therefore, are constantly
scrutinizing and seemingly constantly litigating every
effort made by state or federal agencies to deal with the
problem. Concerns about First Amendment (free
speech) rights are forever being raised even though, by
common consent, child pornography is not protected
by the First Amendment.

The speed of technical change and the rate at which
things happen on the internet has also meant that
many governments are inclined to be slow to intervene,
much less legislate, either because they are worried
that by the time they have decided what to do the
problem will have changed, or because of worries
about the impact such interventions might have on
their country’s economic performance.

This political dimension means that within the USA a
number of the leading players, on many sides of the
argument, feel constrained in terms of how to respond.
People whose sympathies might normally be linked to
the more liberal part of the political spectrum have
stayed away from the issue for fear of being ‘tainted’ by
an association with something that is thought of as
being part of the Right’s agenda.

This tendency is exacerbated by the sometimes
understandable habit of many law enforcement agencies
of avoiding talking publicly about the political, resource,
operational or other difficulties they face when trying to
work in this or any other area.

6
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What this political dimension also means is that
progress in dealing with online child sex abuse images
is much more likely to be made within the USA if the
industry itself can be persuaded to act to deal with it.
Up to a point, the civil liberties advocates’ principal
concerns arise only, or at any rate largely, where it is the
state or state institutions that are mandating actions in
this field. There seems to be far less cause for concern
when it comes to private individuals or corporations
making decisions for themselves.
There are also elements of political complexity now
emerging in Russia, a country that is rapidly gaining on
the USA as the world’s number one provider of online
child sex abuse images. In Russia, against a
background of what is seen as a backwards drift
towards authoritarianism, there are heightened
anxieties about the prospect of officially sponsored
‘censorship’. It would be extremely unfortunate if any
moves in Russia to deal with child sex abuse images on
the internet were obstructed by those with a wider
concern to oppose increased government powers over
the internet or other media.
There is much that is not known about offender
behaviour in the field of child sex abuse images. For
example, A and B may have very similar psychological
and family profiles and histories. They both start
downloading and collecting similar kinds of child sex
abuse images. A goes on to commit offences against
his own children. B does not. Why?
Similarly in relation to the impact on victims, not
enough is known about the short-term and longer term
effects of being sexually abused where the images of
that abuse are known to be out on the internet,
potentially forever. What therapeutic and support
responses work best for victims in such situations?
These gaps in our knowledge are extremely important
in their own right, but they can also provide alibis for
inaction. Several different types or streams of research
need to be sponsored and pursued by relevant
academic institutions.
Many people in the internet industry would rather not
talk about these issues, at least not publicly, because
they think it creates further bad publicity that, in turn,
puts people off using the technology or buying their
products. They would rather that governments,
regulators and NGOs left them to address these issues
in their own way and at their own pace. It is the opinion
www.nch.org.uk

of this report that a public discussion of the issues and
a public focus on some of the companies that play a
key role in sustaining the internet are essential to
making significant progress within an acceptable
timeframe.
Looked at more widely, the overall situation is not
helped by the uneven rate of take up and development
of the internet elsewhere in the world and the often,
although not invariably, related uneven levels of
awareness of the issues. Among other things, this
makes it possible for the problem to be presented as
being only of concern to a geographically and
demographically limited group. The implication of this
line of reasoning is that it therefore matters less or is
less urgent.
It is in this context that the absence of any clear and
widely accepted focus for mobilising global public
opinion, consumer concerns and political pressure or
leverage, is most keenly felt. If the different players are
to be convinced that they need to be more open and
accountable, more responsive, and to act in a more
timely manner than has been evident until now, it is
important to be able to show them that national and
international agencies are coming together. Generals
with no soldiers win few battles.
While there are definite bright spots, the efforts being
made to address the problem of online child sex abuse
images up to now have been fragmentary, incomplete
and inadequately funded.
Only ICMEC has had anything like the scale of funding
needed to undertake any work on a truly multinational
basis and on any sort of scale, but it is open to doubt
whether they would claim either to have enough
resources to do everything they would want to, or that
this report says is needed, or whether they have the
expertise to cover all of the territory that needs to be
covered. An earlier attempt by ICMEC to kick start a
more co-ordinated and multinational approach
appears to have foundered.19
Moreover, given the historic position of the USA in
relation to the development of the internet, and to
many related contemporary issues (for example,
around internet governance), it is doubtful whether
or to what extent a largely US-focused organization,
particularly one so closely aligned with the interests
of the US government and US corporations, could or
would necessarily want to play the sort of global
‘Out of sight, out of mind’
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leadership role that this report argues is essential,
although given the huge breadth of their experience,
ICMEC and NCMEC most certainly would have a very
important contribution to make.
The level of resources needed to put in place the kind
of comprehensive response that is needed is
considerable. There are undoubtedly elements within
some of the relevant industries who would be willing to
provide substantial assistance, but the terms on which
such support was offered would need to be scrutinised
very carefully. There may be ways of managing the
industry’s or other institutions’ involvement and
financial contributions that would minimise the risk of
undermining the new NGO’s or network’s
independence, its reach, and the integrity of its
outputs.
In the past, strong feelings have been expressed about
the way in which sources of funds have, to varying
degrees, muted or blunted the potential impact of an
initiative. For example, INHOPE, the international
hotlines association, does excellent work and is a
repository for a huge amount of knowledge and
expertise about how to establish and manage hotlines,
yet its funding is very heavily dependent on the EU and
this means it is restricted in the help it can give to
people outside the EU.
Elsewhere, other organizations that are heavily
dependent on corporate donations, perhaps
understandably will not always point the finger
publicly at one of their donors, even if they believe
them to be culpable; they will attempt to resolve
matters quietly, behind closed doors, when in truth
a public outcry is what is really needed.

8
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Consultations
By travelling around many parts of the world over the
past two years, the author was able to learn from the
views and opinions of many people and players and to
reflect them in this report. Thus here we can listen to
voices that are rarely or never heard in the usual
forums in the developed world or in the West, where
discussions about the internet’s future habitually take
place. To that extent this document has a unique
authority. No other study or report dealing with these
issues has ever reached out in a similar way to such a
broad range of interests.
The good news is that there is a remarkable consensus
about what needs to be done. However, given the
existing mixture of players and interests, to find a way
through will require some considerable diplomatic and
negotiating skills, as well as the time and space to
focus on producing the desired result. This report’s
findings and proposals in this regard are set out below,
but first it may be helpful to review some of the
different interests consulted in the production of the
report.
• On visits to Lyon, France, discussions were held with
Interpol. These were continued during a conference
on related issues, held in Brazil and at a similar
conference in Bangkok.
• The main elements of this report have also been
discussed with the Chair of the Virtual Global Task
Force, who is also the Chief Executive of the UK’s
Child Exploitation and Online Protection Centre.
• A series of face to face discussions were held with
INHOPE while in Lyon, and also in Bangkok and
in Moscow.
• Representatives of the payments industries were also
present in Lyon where some discussions about their
interests took place, but the author has also been
engaged in substantial discussions with the
payments industries over a longer period of time in
London.
• During visits to the USA meetings were held with a
senior official of the US federal government, as well
as representatives of NGOs, the free speech
community, law enforcement, the media, and ICMEC.
Further discussions were held with ICMEC in
Moscow and in Lyon.
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• A wide-ranging series of discussions on child safety
and child pornography on the internet have been held
with Microsoft, in the UK, the USA and elsewhere.
This has supplemented insights gained over many
years working with countless ISPs, both in Europe
and elsewhere, as well as software houses and other
major players such as BT, AOL and Yahoo.
• In addition to the above, and in some ways at the
heart of this report, were discussions and
consultations that were held with a range of interests
in South Africa, India, Russia and China. The
extended visits to these countries were further
supplemented by additional face to face meetings
with NGO representatives and others from countries
as diverse as Jordan, Togo, Taiwan, Pakistan, the
Philippines, Canada, Switzerland, Brazil, Colombia,
Benin, Austria, Norway, New Zealand, Romania,
Sweden, Bulgaria, the Ukraine, Japan and Italy.
• There is also an element of serendipity in the timing
of the publication of this report. Since December
2003, through the International Telecommunication
Union, the UN has been engaged in examining world
internet governance and the development of the
world information society. A broad-ranging
Declaration of Principles and Action Plan was
adopted in Geneva in 2003, and a conference was
held in Tunis in November 2005, where consideration
was given to how the twin agendas (internet
governance and the growth of the information
society) might be moved forward. ECPAT
International lobbied successfully for a strengthening
of the commitments to act against online child sex
abuse images, and more generally to improve child
safety online.
• On a parallel track the UN conducted a study on
violence against children. NGOs successfully lobbied
for the UN to accept that the virtual world was a
place where violence against children can be
perpetrated. This is reflected in the UN’s final report
and the author was able to be of some assistance to
ECPAT International in drafting appropriate
comments on the published draft.
• What both of the above initiatives acknowledge is
the beginnings of a much greater global awareness
of social policy issues in relation to the internet in
general, and child safety issues within cyberspace
in particular.
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Recommendations
If the global community is to bring to bear the
maximum possible focus on solving the problem of
child sex abuse images on the internet, there are a
number of areas where much greater levels of activity
are needed. These fall under six broad headings:
1 Data collection and analysis
2 Improved technical measures
3 Research
4 Hotlines
5 Training
6 Leadership
With the exception of the leadership question (which is
considered to be an over arching priority), it is very
likely to be the case that the best way to proceed with
the work anticipated in most areas is by strengthening
or helping existing bodies or coalitions. This would be a
matter for the new leadership mechanism to consider
very early in its life.
Equally, while at different points in what follows, areas
have been described as being ‘priorities’, it is accepted
(again with the exception of the need to create the new
leadership mechanism) that detailed decisions about
the timing of the work require careful consideration by
the new NGO or network once established.

Data collection and analysis
Interpol tries to maintain and publish on its website a
comprehensive database of the laws relating to child
sex abuse images for every member country in the
world.20 Europol has recently completed a specifically
European survey of the same.21 It is hoped that both
bodies can successfully sustain their databases but to
be really useful as an analytical tool that can help drive
or shape policy, a legal database needs to be much
more than a simple recitation of the words of the law.
There is no focal point for collecting, analysing and
disseminating data on a global basis about the broader
legal framework within which this area of policy
operates. Clearly it is important to have the words of the
laws at hand, but words alone might tell you little or
nothing about what, in a given country, those laws
actually mean. The words themselves might conceal
more than they reveal. This is because, inter alia, there
are widely differing definitions of indecency or obscenity,
both in relation to child sex abuse images specifically
and more generally in relation to child sex abuse. In
addition, the effect of legal procedures, rules of evidence
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and the like can impact on the usefulness of the laws, or
the ease with which they can be acted upon.
Neither can Interpol or Europol tell you with certainty
anything about the level of activity taking place within a
given country to enforce relevant laws. They do not have
reliable or comprehensive information about the
number of arrests, convictions, sentences and so on.
They can tell you nothing with certainty about the
numbers of children being identified, located and
rescued, a fact lamented in the declaration made
following Interpol’s special conference held in Nicolet,
Canada on 30 May and 1 June 2006, where 120 child
protection investigators from 45 different countries
voiced concerns about the lack of data sharing.
Neither the UN, the Council of Europe, the EU or any of
their satellites appear to have the capacity to create and
maintain such an information focal point even though,
increasingly, these matters are becoming the subject of
international treaties, the most important of which is
probably the Convention on Cyber Crime. There are
occasional, one-off exercises that seek out such
information, but there is nothing that is systematic,
ongoing and available to the public policy community.
Thus it would be hugely advantageous if such a focal
point could be created. Ideally it would be located within
or be strongly associated with an academic institution of
some kind. People have to have confidence in the
integrity of any data that emerge and a link to an
established academic institution ought to help provide
that. Such an institution might also play a useful role in
helping the industry, law enforcement, governments and
NGOs to spot new trends and take early action to deal
with them.
However, rather than encourage an entirely new focal
point to be established, it would be worth exploring the
extent to which a new relationship could be brokered
between an academic institution and Interpol or one or
more other bodies. ICMEC and Interpol have been
talking about advancing a project of this kind. Perhaps
the best way to intervene here would be to find a way to
support their joint work.

Improved technical measures
The internet is essentially a technical environment
where new or disruptive technologies can emerge very
rapidly and have a dramatic impact. The process of
technological innovation and change is both desirable
www.nch.org.uk

and unstoppable. However, there should be some
capacity somewhere to analyse technical innovations
and offer advice on or prod industry to act on any
potential loopholes that might assist the trade in child
sex abuse images or otherwise put children at risk.
There is a need for further technical research in areas
that may be unlikely to attract the interest of major
commercial concerns because they appear to provide
little opportunity for making commercial profits, for
example in relation to solutions that might assist law
enforcement and others to identify victims depicted in
child sex abuse images.
Solutions such as BT’s ‘Cleanfeed’ are now being
picked up by ISPs in a growing number of countries.22
These solutions have the capacity to block known illegal
websites, but their efficacy would be greatly enhanced
by the development of a common or pooled list of
known illegal sites. The international association of
hotlines, INHOPE, would be the obvious agency to
look to to develop such a list but to work successfully
on an international scale it may require some further
technical development to keep it secure and ensure it
works smoothly.
In the next version of their operating system, known as
‘Vista’, Microsoft is introducing an extremely
impressive array of child protection facilities as part of
its ‘Family Safety Settings’. This new system also has
the capability to pick up and block access to specific
web addresses, as well as to analyse content on the fly
and apply predefined policies to it. Child protection and
law enforcement lobbies are very likely to press
Microsoft to use this system to attack the problem
of illegal websites.
There are also related areas of interest, such as online
authentication systems or other technologies that
might help ensure paedophiles cannot abuse
chatrooms and other interactive services to ensnare
new child victims.
While ‘Cleanfeed’ is an important initiative for dealing
with known illegal websites, it cannot help block access
to new images not yet known to law enforcement, nor
can it work outside a web environment. It is clear that
Peer2Peer or file sharing programmes are therefore
now becoming increasingly important as mechanisms
for distributing child sex abuse images. Technical
solutions are needed that will provide law enforcement,
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ISPs and others with an easier way to track illegal traffic
of that kind.
Similarly there are signs of the increasing use of strong
encryption technology as part of a calculated strategy
by criminals to prevent law enforcement from obtaining
access to important evidence of crimes.
Programmes that allow storage media to be wiped
beyond the point where any data can be recovered from
them have many perfectly legitimate uses. However
there is also evidence that programmes of this kind are
now being routinely deployed and used as part of a
deliberate attempt to obstruct law enforcement
agencies from obtaining important information about
crimes.
Funding technical research into the above and other
problems ought not to be a significant part of the work
of the new NGO or network. It can be a bottomless pit
and is very often simply a way of getting sucked into
relationships with commercial concerns that are
frequently driven by very different agendas.
Providing support for smaller scale research projects,
that will then be made available in the public domain
(or made available in some other way that benefits the
public good rather than simply shareholders) ought not
to be ruled out entirely, but the key task must be to
keep up the pressure on the large technology players
to develop more and better technical solutions. In that
light, the announcement made in New York on 27 June
2006, that AOL, Yahoo, Microsoft, Earthlink and United
Online were combining to create new technical
approaches to remove child sex abuse images from the
internet is very welcome and will be closely watched.

Research
There are major gaps in the research and hence in our
knowledge of how key elements of this type of crime
work. For example, we don’t understand the link
between possession and abuse, and in particular how
the causal chain works – what makes A move from
being a collector of child sex abuse images to being a
first-time, hands-on abuser, whereas B, who appears to
have a very similar profile to A, never becomes engaged
in hands-on abuse even though he too is a collector?
Larger scale studies are needed of the psychological
profiles of offenders.
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Different studies have come out with widely differing
numbers in relation to the link between ‘mere’
possession of child sex abuse images and involvement
in hands-on child sex abuse – for example, Professor
Finklehor of the University of New Hampshire suggests
the rate is 17 per cent (ie that 17 per cent of all men
arrested simply for possession related offences will turn
out also to be involved in hands-on child sex abuse),
whereas the US Postal Inspectors in their study suggest
it is around 35 per cent. In an unpublished study, the
US Prison Service suggested 70 per cent. Can the
differences in these studies be reconciled or explained?
It is very likely that the cohorts are of very different
types of people but who will carry out further studies as
part of an attempt to build up a definitive or at least a
larger data set to help explain the link between
possession and abuse? The importance of this
question cannot be over-emphasised. Judges and policy
makers all over the world would be greatly influenced
by a more widely accepted analysis of this type of data.

These are substantial questions requiring substantial
investigations, probably involving academics and
researchers in several different countries. Given the
shortage of research funds generally it is difficult to say
when, or indeed whether, many of these questions
would be answered in the ordinary course of events.
On the other hand, if it became known that funds were
available to finance these lines of inquiry, appropriate
applications might start to emerge or could be
encouraged.

Are there any particular or pronounced psychological
profiles for collectors of child sex abuse images? What
are the most effective prevention or treatment
strategies? Again, some work has been done but it is
small scale and has not been widely publicised.

There is a Chinese language hotline, but it is in Taiwan
and that may limit its utility in terms of the wider
Chinese-speaking community, especially on mainland
China and in Hong Kong.

How effective are the police at locating and rescuing
children and what becomes of those children? Are
adequate services and facilities available to help and
treat or support these children and their families?
Is there anything particular or different about the
therapeutic needs of children who have been made the
subject of child sex abuse images?
Are there any longer term or new trends emerging,
either on the offender side or on the victim side, in
terms of the numbers of children involved, the types
and volumes of images being created, in the amounts
being circulated or in the methods of circulation?
On a slightly different but related tack, what are the
effects of the longer term exposure to legal, adult
pornography on children, such as is now being made
possible by the internet in an unprecedented way? As
Sir William Utting noted in People like us,23 legal adult
pornography can desensitise children and make them
more vulnerable to approaches from paedophiles,
which in turn could make them more vulnerable to
approaches that lead them to become ensnared in the
production of child sex abuse images.
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Hotlines
There is a shortage of hotlines where citizens can
report child sex abuse images for confirmation,
investigation and onwards referral to the appropriate
police agency, and to ISPs for removal from their
servers. Russia is the best known example of such a
gap. It has no hotline, but there is also no hotline for
any of the Arab speaking world.

A hotline has recently been established in Brazil, which
is Portuguese-speaking, but Spanish-speaking Latin
America does not have one. The Brazilian hotline
seemingly has ambitions to act as a Spanish-speaking
hotline for Latin America as well. To achieve this they
will need support, but perhaps there is a better way, for
example by engaging with NGOs in a Spanish-speaking
country in Latin America. Or should the hotline in
Spain be encouraged and helped to reach out to those
countries? It already has working links with Peru.
In South Africa, India and Hong Kong there are, in fact,
state-sponsored hotlines, but they are either not
specific to child sex abuse images or they are not
internet-based and are adrift from the main INHOPE
community of hotlines. The South Africans are acutely
aware of this and, as a result of connections made
through writing this report, have been helped to
reconnect with INHOPE. Because of South Africa’s
pivotal position in African politics, and the leadership
role it plays vis à vis large parts of the continent, a little
help here could pay substantial dividends.
The situation is more complex in India, where the
hotline appears to have fallen into disuse. However
new laws on child sex abuse images are currently being
www.nch.org.uk

considered and there is a great thirst to be part of a
wider movement to tackle a problem that, while
admittedly not on anything like the scale of other
countries, is nonetheless seen as a threat and a worry,
and as a potential obstacle to the growth of the internet
within India.
INHOPE is the obvious agency to assist in developing
new hotlines (and in particular to assist the Russians,
Indians and South Africans) but they would need a lot
of help to start an expansion programme of the kind
envisaged. Establishing an Arab-language hotline will
also need support. The question of how to resolve
the Hong Kong/Taiwan/China conundrum needs to
be addressed.

Training
Training is another absolutely vital element of any
comprehensive strategy to tackle online child sex abuse
images. There are important training needs:
• within the law enforcement community
• within the community of child welfare and child
protection professionals, particularly among those
who work therapeutically with children in residential
and other settings
• within NGOs, both in terms of familiarising them
with the issues and empowering them to become
engaged locally
There is a major need for the development of top-class
materials, presentations and courses but these should
be capable of being adapted for use in many different
countries.
These materials, courses and presentations would be
of value to the different professional groups referred
to above, who have a professional interest, but some
of them could also speak to parents, teachers, and
children and young people themselves. The latter
could and should emphasise broader aspects of
internet safety for children, as an awareness of these
issues is an essential part of a child’s defensive
armoury in avoiding being ensnared by a paedophile
who works online.
With the exception of law enforcement training, which
is already extremely well provided for both by ICMEC
and to a lesser extent by a range of inter-governmental
www.nch.org.uk

initiatives, identifying appropriate individuals or
institutions to devise and manage such training will be
a key challenge. It would be better to work with several
agencies to build up a range of knowledge and expertise.
It will be increasingly important to develop more
sophisticated approaches to the delivery of training,
particularly at an international level. A scatter gun or
one-size-fits-all approach could do more harm than
good.
Materials and courses should be tailored to the specific
needs of the audience and the country, with (in many
places) a particular emphasis being given to building
up an infrastructure for tackling crimes involving child
sex abuse images. Going into a huge amount of detail
about how to capture evidence from a seized hard disk,
or how hotlines work, or the therapeutic alternatives
available for abused children in, say, the UK or
Australia, may do little to empower or assist a child
protection worker from a country where social service
provision is limited, computers with internet access are
a rarity rather than the norm for public officials, and
where internet access by the population at large is still
at a very low level.
There is also a need for an initiative to reach out to
journalists to ensure they are properly briefed on the
issues. This should be given a very high priority
especially, but by no means only, in the USA and
Russia. To influence the political climate, to influence
governments and the behaviour of companies, a solid
media strategy is essential.

Leadership
In many ways the question of leadership is the single
most important element in the entire strategy this
report sets out.
The internet is a global network. The industries and
institutions that created and now run it are global. Civil
society needs to be able to act in concert on a global
basis. There is plainly a gap in terms of there being a
focal point for co-ordinating and bringing together all
the relevant players on an ongoing basis – neither is
there a public accountability mechanism for the
different international governmental and law
enforcement stakeholders, a mechanism which can
also provide practical support to all those working to
eliminate child sex abuse images from the internet.

‘Out of sight, out of mind’

13

There is no existing single agency that could step up to,
or would probably want to step up to, the leadership
role envisaged by this report. For that reason the
proposal is that a new NGO or network needs to be
created, a new leadership mechanism, but it is one that
will need to draw heavily on several existing NGOs.
The new NGO or network will need to give early
consideration to how it will establish a modus vivendi
with the key players within the high tech and online
payments industries.
Similarly it will need to develop a way to maintain
relationships with various statutory, governmental or
law enforcement agencies such as the Virtual Global
Task Force, Interpol and UN/ITU. The EU, Council of
Europe and possibly even parts of the Organization for
Security and Co-operation in Europe may also have an
interest, as might other regional bodies elsewhere in
the world.
Finding an appropriate way to involve and engage
these agencies will be essential to the longer
term success of the new NGO or network.
The EU in particular funds a series of information
‘nodes’ with whom a co-operative and collaborative
relationship could prove extremely useful.
Involving the established, recognised international child
welfare interests, such as IPSCAN, Euronet, or key
elements from them, would also be important. As far
as possible one would want to retain the confidence
and support of all the childcare professionals with an
interest in this area.
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The next step
To take forward the strategy outlined in this report, a
project group needs to be established to begin detailed
discussions with key players. This project group might,
in effect, become the nucleus of a secretariat for the
new NGO or network.
However, in reality, without some new resource to take
the discussions forward, it is doubtful that the new
NGO or network will ever get off the ground, and so
the strategy outlined here will be stillborn.
It is hard to be precise about such things at this stage
but it would be wise to anticipate that it might take up
to 12 months to complete the detailed discussions and
launch the new NGO or network.
Running parallel to this process of establishing the new
NGO or network, the project group could start looking
for other funding partners who might endorse this
vision and approach, and who might be interested in
funding other specific parts of the overall programme.
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Endnotes
1 ‘Child sex abuse images’ encompasses both still photographic
or pseudo images, as well as indecent audio visual content
involving children. The term ‘child pornography’ is no longer
used by many law enforcement and child protection
professionals, although it should be noted that in many
jurisdictions the law still refers to ‘child pornography’. Where
that is the case, that term will be used. It is felt by some
commentators, however, that the use of the word ‘pornography’
in this context can convey a misleading impression about the
true nature of the images, ie that there may be a consensual or
frivolous component to them.
2 See ‘Abusive Images of Children on the Internet: Research from
the COPINE Project’, Quayle and Taylor.
3 In December 1986 one of the world’s top paediatric specialists,
Professor Oliver Brook of London, was sent to prison following
the discovery of 300 child sex abuse images in his office,
together with 22 albums of cuttings from child sex abuse
magazines. In 1988 a joint US–Thai operation led to the arrest
of Manit Thamaree, found in possession of 600 negatives of
child sex abuse images. In 1995 the police in Greater
Manchester in the UK seized a grand total of 12 images. In 2004
the same Manchester police force arrested one man who alone
was found to be in possession of almost 1,000,000 images
(including very many dupicates). In typical arrests today, the
number of images found would be counted in the thousands or
the tens of thousands. Partly this is because modern computers
can facilitate the automated downloading of large volumes of
images in ways that previously were simply not possible, but it
is also a reflection of the fact that larger numbers of images are
now available and concentrated in certain places on the internet.
4 Operation Cathedral took place in 1999. It was one of the first
major, co-ordinated international police operations on child sex
abuse images. From around 750,000 images seized in 13
different countries, the police identified 1,200 different children.
In 2005 Interpol believed they may now have in their database
images of up to 10,000 different children, an eight-fold increase
within six years and this, of course, takes no account of the
images yet to be reported to or found by law enforcement and
passed on to Interpol.
5 Sir William Utting (1997) People like us, HMSO.
6 Operation Avalanche, where US Postal Inspectors arrested the
owners of Landslide Inc in Texas.
7 Figures produced by the UK’s Internet Watch Foundation also
showed that in 2005 Japan, South Korea, China and Thailand
were also important sources.
8 According to Interpol, so far they can only vouch for fewer than
400 positive identifications. The actual number may be higher
but some countries refuse to disclose this data, even to
Interpol.
9 The National Centre for Missing and Exploited Children which,
inter alia, runs the USA’s internet hotline.
10 www.ncmec.org
11 www.crimesymposium.org
12 St. Petersburg Times, 27 September 2005, reported by
Associated Press
13 USA Today, 26 May 2006.

14 There was some doubt about the right of court administrators,
the police or others to pass on information about convictions
to the banks and credit card companies in a systematic or
routine way, and there was some doubt about the right of the
banks and credit card companies to receive and process such
information. A change in the data protection law was
considered necessary to remove that doubt. In June 2006, the
Department for Constitutional Affairs laid before parliament
the necessary draft changes to bring about that change. It is
anticipated that this change in the law will not require the
banks or credit card companies automatically to remove a
person’s entitlement to hold the card with which he or she
committed the crime. The banks and credit card companies
will only be empowered to receive the information, process it
and consider whether or not they ought to withdraw the credit
card or limit its use in some way.
15 The International Centre for Missing and Exploited Children is a
US-based organization that is very closely allied to the National
Centre for Missing and Exploited Children.
16 The Virtual Global Task Force was formally launched in
December 2003, although it had been working for a little while
before that date. It consists of the Australian High Tech Crime
Centre, the Child Exploitation and Online Protection Centre in
the UK, the Royal Canadian Mounted Police, the US
Department of Homeland Security and Interpol. The chief
executive of the UK’s Child Exploitation and Online Protection
Centre is the Chair of the VGTF. It is understood that shortly
Italy and Sweden will join the VGTF. The fact that more forces
have not yet signed up is thought to be partly a product of
differences in legislation but also partly about differences in the
level of resources available locally. Whatever the explanation
the VGTF needs to become larger, and the sooner the better.
17 See Interpol website. The same web page also discloses that
Interpol has about 550,000 unique images in its database. It is
thought that some national police forces have more than that
in their national databases.
18 Prompted by an article by journalist Kurt Eichenwald in the
New York Times of December 2005, in April, May and June
2006 the House Energy and Commerce Committee started a
series of hearings on the issue of the sexual exploitation of
children on the internet. It appears to have adopted a bipartisan approach. Whether this bi-partisanship will broaden
into a wider coalition outside the House has yet to be seen.
However, looked at from outside the USA, this recent activity
by the House Energy and Commerce Committee is a very
hopeful sign.
19 Enshrined in a document known as the ‘Dublin Agenda’.
20 Although some of the pages have not been translated into
English and remain on the site in their original language.
21 But please note that not every country’s legislation made it into
the final survey, a measure, perhaps, of some of the inherent
difficulties of organizing its collection.
22 Aside from the UK, ISPs in Norway, Sweden and Denmark are
already operating policies similar to Cleanfeed. ISPs in Finland,
Ireland, Iceland, Italy, Lithuania, Switzerland, Turkey and Malta
are also known to be considering doing something along the
same lines.
23 Sir William Utting (1997)
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