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Foreword
Protecting our children has to be one of our key
priorities. The internet has changed the world forever,
very largely for the better but not entirely. Here in the
UK we have taken some notable strides towards
eliminating child sex abuse images from the internet
and in so doing we can be proud of the fact that we
have delivered a number of world firsts.
The Internet Watch Foundation was formed following
an agreement between the government, police and the
internet service provider industry that a partnership
approach was needed to tackle the distribution of child
abuse images online, and it continues to act as the
public’s main reporting point for illegal images. Thanks
also to the work of the IWF, no British ISP carries any
newsgroups that regularly carry or advertise the
availability of child sex abuse images. In addition, the
IWF’s database of known child sex abuse websites is
increasingly being taken up by ISPs, search engines and
others to block access to such sites.

Protecting children on the internet is a UK government
priority and I am proud to say that the UK has
consistently taken a lead in raising this issue
internationally. Yet as this report reminds us, however
well we might think we are doing in the UK, the fact is
that the availability of child sex abuse images on the
internet as a whole continues to expand. Clearly,
international problems need international solutions
and we will continue to work with our international
partners to tackle child abuse on the internet.
Rt Hon Dr John Reid MP
Home Secretary

More recently we have responded to calls from the
internet industry, law enforcement and child protection
experts by establishing our new, national Child
Exploitation and Online Protection Centre. CEOP
embodies a radical, multi-agency approach to dealing
not just with illegal images on the internet, but also
with the many other aspects of child protection that
the new technologies have raised, perhaps most
notably the way that paedophiles use them to make
contact with children.
Facilitating the great bulk of our work in this area is the
Home Office’s Task Force on Child Protection,
established in 2001. By drawing together
representatives of all the key stakeholders, it is an
example of how self-regulation can and should work.
The Task Force has produced best practice guidance
notes, conducted public awareness campaigns,
contributed to the development of changes in the law
and government policy, and has moved along the
whole internet safety agenda in the UK.
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Executive summary
Wonderful though its many other attributes are, a
major unintended and unforeseen consequence of the
emergence of the internet as a mass consumer product
has been a dramatic change in and expansion of the
market for child sex abuse images.1
The goal of eradicating child sex abuse images from
the internet is supported across all national, cultural,
linguistic and religious groups in all parts of the world.
There is a pressing need to find a way to harness that
goodwill and support. To do that, it is essential civil
society develops a new global leadership mechanism
that can both give voice to this global aspiration and
provide practical support to those charged with its
delivery.
A number of countries are now reaching the limits of
what they can achieve within their national jurisdictions
yet, if anything, the total volume of child sex abuse
images being distributed on the internet appears still to
be increasing. Behind that dismal fact lie countless
stories of children being abused in order to produce
these images and yet more children are being put at
risk by collectors who decide to act out the offences
suggested by the images. There is also evidence that
many of the images now being produced involve
younger and younger children being sexually abused in
ever more violent ways.
Thus, at a global level, it is clear that the collective
efforts of international governmental and law
enforcement agencies, and the collective efforts of the
high tech and online payments industries, have failed
to eradicate the problem or even to bring it under
control. Things are definitely not getting better – they
are getting worse.
A new and truly global initiative is urgently needed to
tackle the problem of child sex abuse images on the
internet: one that builds on and learns from what has
gone before but that also draws in new resources and
new energy. In particular, new ways must be found to
enable civil society to engage with the high tech and
online payments industries on a global basis, and with
the relevant international governmental and law
enforcement agencies. Out of sight generally means
out of mind. Without some improved sense of public
accountability it will be impossible for international
work in this area to secure the necessary level of
political priority within many of the key arenas.
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This report is the product of extensive consultations
over the past two years with a large number of key
players in or from many different parts of the world.
No other report on child sex abuse images on the
internet has ever reached out to or drawn on the
experiences of such a geographically diverse group, or
such a large number or spread of interested parties. To
that extent this report has a unique authority. Needless
to say, however, responsibility for its contents, its
conclusions and recommendations rests solely with
the author.
The core of this report is essentially a gap analysis.
It highlights six areas where, currently, either no
effective action is taking place or more action is
needed. The new or additional activity required in
each of the six areas is substantial, but the key initial
challenge is leadership.
A new global leadership mechanism is essential. This
should take the form of a new NGO or network that
draws on and is based around several existing NGOs,
with support from or the involvement of a number of
academic or research-based institutions and experts,
and appropriate support from and engagement with
law enforcement, governmental and inter-governmental
agencies, the high tech industries and the online
payments industry.
For it to succeed the new NGO or network needs to
engage the enthusiasm and support of a very broad
range of people and institutions across the world.
Each of the existing agencies or key players has a high
degree of specialisation that is likely to get in the way,
hence the need for a new mechanism of some kind.

1‘Child sex abuse images’ encompasses both still photographic or pseudo
images, as well as indecent audio visual content involving children.
The term ‘child pornography’ is no longer used by many law enforcement
and child protection professionals, although it should be noted that
in many jurisdictions the law still refers to ‘child pornography’.
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The leadership role envisaged for the new NGO or
network involves two key tasks: first is the public
accountability role already referred to, but its second
and equally important task is to garner support for,
drive along and help to sustain the detailed programme
of work suggested under each of the other five action
areas identified in this report.
In exercising its leadership role the new NGO or
network will typically be working with or through
already established organizations, helping them with or
enhancing existing programmes.
Many key agencies around the world are keen to
participate in such a new NGO or network but it is
widely acknowledged that, for it to work, new funds are
required. The precise organizational arrangements for
the new NGO or network would need to be a matter for
discussion among key players once it seemed there
was a realistic prospect that funding would be available
to take forward the overall plan.
Ideally, whatever emerges from this report would be
supported entirely by funds derived from foundations
or other charitable bodies or private individuals where
no potential conflict of interest is likely to arise.
However, it is important not to let the best be the
enemy of the good. If the only practical way ahead is to
solicit or accept funds from the industry then ways
should be found to minimise their close engagement or
potential to influence policy. To that extent the new
NGO or network might itself acquire some of the
characteristics of a trust fund, or of an endowment.
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