10 Great Queen Street, London, WC2B 5DG

17th October 2018
Rt Hon Sajid Javid MP
Home Secretary
Jeremy Wright MP
Secretary of State, DCMS
Dear Secretaries of State,
EU’s draft e-Privacy Regulations
You will be aware that the EU is currently going through a legislative process prior to
adopting a new e-Privacy Regulation (ePR). Our understanding is that there is to be a
meeting of the Council of Ministers to discuss a draft on 26th instant. We hope you will be
able to intervene at this meeting to correct or avoid what see as a potentially grave problem.
We acknowledge the issues the draft is addressing are complex, nevertheless it came to our
attention there appeared to be a risk, as presently worded, that the ePR would outlaw the
use of PhotoDNA and similar tools currently being used by a range of internet businesses to
detect, delete and report indecent images of children (csam). It may also adversely impact
other child protection activities currently being undertaken by internet-based companies.
Finding that hard to believe and anxious to clear this up we spoke with a Commission lawyer
on 3rd October. To reduce the conversation to its essence these two questions were put:
“Did the drafters of the Regulation intend to outlaw, reduce or limit the scope for companies
to continue their pre-existing practice of deploying PhotoDNA or similar tools which are
designed to identify child sex abuse material in the form of videos or stills?”
and
“Irrespective of the intentions of the drafters, is such an interpretation of the current wording
possible and reasonable?”
The answer to both questions should have been a simple “no”, but it wasn’t.
Proactive scanning for illegal, unlawful or prohibited content or behaviour is today a
standard feature of a great deal of security-oriented activity. It can be extremely important,
for example, in terms of analysing metadata to detect suspicious patterns of behaviour such

as grooming. For these reasons it ought to be relatively easy for any confusion surrounding a
matter of this sort to be rapidly and easily cleared up.
The fault lies with the current Article 5 of the draft ePR. This seems to prohibit online service
providers from processing electronic communications data and/metadata by ‘persons other than the
end users’, except where end users give their consent. Offenders and suspects are very unlikely to
do that.
In other words, all of the exemptions for lawful processing of data that are included in GDPR (Article
6) are absent from the equivalent provisions of the ePR. The missing exemptions from GDPR of
particular concern here are in cases where:
6(c) – ‘processing is necessary for compliance with a legal obligation to which
the controller is subject’
6(d) - ‘processing is necessary in order to protect the vital interests of the
data subject or of another natural person’
6(e) – ‘processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the
controller.’
Unless those exemptions are added to Article 6 of the ePR (in relation to both content and
metadata), tech companies may not be able to process, intercept, remove or report csam.
The easiest solution, therefore, is to simply add them to the ePR verbatim at Article 6(1) – for
content - and 6(2) – for metadata.
In addition, it may be worth adding an exemption that allows data to be processed if
necessary to tackle ‘abusive use’ of a platform/service. That would help tech companies with
material and communications that are harmful, but either do not meet the ‘vital interest’
threshold or are not necessarily illegal.
Yours sincerely,

John Carr OBE
Secretary.

